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Presented by: Md Masudur Rahaman
Head of Certifying Authority &Tech Leads
Dohatec CA
Dohatec New Media.
email: masudsr@dohatec.net
mobile: +8801678625313
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Current Projects

1. PKI Enablement with National Board of Revenue System (NBR)- Sign contract
with NBR 2013 to implement DSC into their system

2. Rajdhani Unnayan Kartipakkha (RAJUK) — Construction Permitting System
Total files Submitted by Land Owners and Professionals: 12600+
Total files Completed by RAJUK Officials: 7000+
Registrar of Joint Stock Companies and Firms (RJSC) - Back Office
Application and User Level share distribution
Approx. 10,00,000 Documents are signed
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Current Development

Dohatec eSign Solution:
a) eKYC app for Andriod and I0S
b) Generate Root Certificate
c) Generate CA Certificate
d) Signing Solution
e) Credit System including Payment Gateway
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Dohatec eSign

Authenticated by NID

Verify signature by scanning QR
code

Ensure integrity through file
scan

Protected by advanced RSA
algorithm

DohatecCA

% e

Dohatec CA

Your Signature,
Digitally Secured.
Legally Valid.

Document signing
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Generating CSR

) Cryptic Monitar

€ C % mon

tecCA
Centifying Autharity
Home User Certificate CSR Configure Logs

Generate CSR

Generate (.« :.atesigningrequest

Subject name

en name”

Subject residential address

Street address®
House no
Locality™

Country*

Subject organization information

Generate CSR and send it to Root CA (CCA) for signing
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Configuring Root

« C % mon

tecCA
Certifying Authority
Home User Certificate CSR Configure Logs

CA Certificate

Configure roof rucouae Cate

Upload root certificate

@

Drag &drop file here or Browse..

Supported file format: .p12/cer

Certificate information

T N » n 0 = UP:56.6Kb/s CPU:0% . ENG [pyy 939AM o
HQEma > 9 = DN:83.7Kb/s MEM: 56 % s =N some0a

Upload root certificate (cer file) in CA system
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Configuring CA

« C % mon

tecCA
Certifying Authority
Home User Certificate CSR Configure Logs

CA Certificate

Configure CA ( wuceie ate

Upload CA certificate

@

Drag &drop file here or Browse.

Supported file format: .cer

Certificate information

T N » n 0 = UP:356Kb/s CPU:0% . NG [p4y 939AM o
HQEma > 9 = DN:6.25Kb/s MEM: 56 % s = W 0592024

Upload CA certificate (cer file) in CA system
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eKYC-Phone verification

9:57 BBl 67%@ 957 @B Bl 67%@

Enter your mobile number Enter the code sent to +8801641161703

® - - ¢ <

User enters their phone number and an OTP is sent via SMS
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eKYC-Emall verification

10049eP O S al 66%e - - Al 67%e 959 M BERYAN67%8
Enter Email Address - 'l \ w9 Enter Email OTP

Email Address

Your OTP for Email Verification Enter the code sent to

{abdullah@dohateocom‘bd abdullah@dohatec.com.bd

no-reply@dohatec-ca.com.... 2 2 i & 3 o

Verify your email to
continue

Your one-time password is below.

391456

If you did not request this email, please
ignore it. For security reasons, this code will
expire in 3 minutes.

Dohatec eSign is a service by Dohatec New Media.

User enters their email address and an OTP is sent to the email
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eKYC-Scanning NID

allall 67% @ Aol 67% @

=

Instructions

Position your NID Card in the camera
frame. Follow the instructions on your
screen.

H . -ae [ ]
1. Find a well-lit area to focus your NID Date of Birth: I .

Card. Had H o -

2. Remove any obstacles between NID Card
and Camera.

3. Hold your device parallelly to the NID
Card.

4. Do not move your NID Card away from
the outlined area.

The verification process will take less than
a minute to complete. Continue

T EE——
User scans their NID and
confirms NID number and Date of birth
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eKYC-Face match

BE il 67%e

O

Instructions

Position your face in the blue circle. Follow
the instructions on your screen.

1. Find a well-lit area to focus your face.

2. Remove accessories like hats, eye
glasses etc.

3. Hold your device at eye level and keep
your face centered on the circle.

4. Do not move your face away from the
outlined area.

The verification process will take less than
a minute to complete.

10:00 B ARl 67%e

&  Take a Picture

DohatecCA

Certifying Authority

User scans their face and

RSl 67%a

The Verification Is Complete.

Continue

face is matched with NID picture
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User Details

Phone Number

01641161703

Email

abdullah@dohatec.com.bd

Father's Name

- -
Mother's Name

—
Date of Birth: (YYYY-MM-DD)

Common Name

ABDULLAH HASSAN

Serial Number Type
NID

Serial Number Value
LI B

House Identifier (Required)

Street Address (Required)

Locality (Required)

eKYC-Personal information

User Details
Enn e N ]

Nate of Birth: (YYYY-MM-DD)
LB |

Common Name

ABDULLAH HASSAN

Serial Number Type

NID

Serial Number Value
11"

House Identifier (Required)

43

Street Address (Required)
Puarana Paltan Line

Locality (Required)
Dhaka

State (Required)

Dhaka

Postal Code (Required)

1000

Country (Required)

Bangladesh

I @)

User information fetched from NID server
User inputs thier residential address
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eKYC-Setting PIN

10:02 @ B0 5l 66%@m 10:02 8 B0 0l 66%@

¢ Set Pin Number eSign Login

Enter 6-digit Pin Number

~ Re-enter Pin Number

Thank you for registering with
eSign.

Please visit e-sign.com.bd from your
PC/Laptop browser to login.

User sets a 6-digit PIn for login and signing
Registration is completed successfully
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eSign-Login

v ) Login-DohatecCA x 4+

€« C % authe-sign.com.bd:9104/login

REGISTER

Dohatec eSign
Protect your documents
with a digital signature.

o Authenticated by NID

 Verify signature with QR code

o Ensure integrity through file scan

* Manage a signatory pool through invitation
 Protected by advanced RSA algorithm

Login

01641161703

FORGET PASSWORD?

UP:110.8 Kb/s CPU:0% . E:f ) 10:

DN: 1.47 Mb/s MEM: 60 % &

45 AM
10/9/2024 =

User logs in with phone number

and 6-digit PIN number
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eSign-File selection

o = & ; - UP:6.38Kb/s CPU:0% I
EQ®Em@ 0 @ H e 4 DN’ 477.1 Kb/s MEM: 60 % e

User selects a file from the file chooseer
which they want to sign
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eSign-Signing

v ¥ Dohatec e-Sign x  +
€ > € % esigncombd/sign-documents/68a8¢51d-0975-4305-97a2-fd7b541b4cT
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=! eGP _Sample signed.pdf

L= B B Overview

eGP_Sample_signed.pdf

: o o - U ofice ohaia
Signature field e P Snt o o o et Tncera O 1B 6T GBS DO ererafior s
‘e gt

ocuing Enty invited Tenders fo certain worss. iz, Fly Over Gonstruction Rokib and has sccepied
i of tose sum of Taka 43799371.010 (FOUR CRORE
INE THOUSAND THREE HUNDRED AND SEVENTY-ONE POINT ZERD
ONE) ( Pricel,
NOW THIS AGREEMENT WITNESSETH AS FOLLOWS:

1. Inthis Agraemert words and expressicrs shal feve e SamR meanngs 35 ara respectively assigned to them i1
the Ce ac harsafer referrad o,

o s 5L 3 &1 from belcur iy} ferming e kgl part
of the contract it be interpreted n e order of prity
3. The signed Form of Cortract Agreemant.

1 the spperabices tothe TendarProposal

e PEC forming part of the Coriract
Frocuring Entity 1 tro Contractor as hersinafor martioned
mplsts the wrks and o remady any

el have Gased tis Agreement 10 be xecued n aceondance Wi ihe laws of
i day. morth and year s

Name
National 1D No.

Titla

I the prasence of Nams
Address

Digital Signature:

Gatiol

ign document
Remove

UP:18.9 Kb/s CPU: 0 % ENG N 1LOBAM g
DN: 3.59 Mb/s MEM: h b L 10/9/2024 =

User drags and drops the sign position
and click on Sign Document button. User needs to select suitable package and

input their PIN number for added security
DohatecCA Trust = Security = Authentication
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eSign-Signed Certificate

[ Dohatec CA Presentation - TOT Firy + ("B 4 Upgrade Now

SMew 5 E @ v Heme  Edit  Comment  Convert  Page  Fill &Sign Protect  Tools  Batch 4 WPSAl
NOW THIS AGREEMENT WITNESSETH AS FOLLOWS:

Signature
¢ 1. Inthis Agreement words and expressions shall have the same meanings as are respectively assigned to them in
EES the General Conditions of Contract hereafter referred to.

m O

The following documents (but for RFQ Submission Letter and SL. a & i from below only) forming the integral part
of the contract shall be interpreted in the order of priority :

+ 4 Signature? signed by "ABDULLAH .. a. The signed Form of Contract Agreement

» £ Signaturel: signed by "JAWADUL IS...

¢ 0

Certificate

Verify Signature
4

®

General petais Certification Path

@®

Certificate Information
g Certificate Information

Signature Information
This certificate is intended for the following purpose(s):
9 purpose(s) The signature was created using Cryptic eSign the Contract

= "
« All applcation poliies Hash Algorithm: SHA256 La;(féa;;ek;emz ;l;irzlgynzd‘
Signature Algorithm: RSA with PKCS#1 v.1.5 ™

Certificate Information  Add as Trusted Certificate 3 completion of the works and the

>me payable under the provisions

Issued to: ABDULLAH HASSAN
Issued by: Dohatec CAR2048 in accordance with the laws of

Valid from 10/2/2024 to 10/10/2024 Cancel Contractor
One IBM ICT CBAa

7890562

The signing time is from the clock on the signer’s computer.

Issuer Statement

Certificate Information Cancel

Digitall
Signed by ey
JAWADUL ISLAM ABBOLLAR

aka,

Bangladesh

[0 Navigation i NavigationBack

ENG
us =Y o,

Certificate details after signing
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eSign-Signed Certificate

[ Dohatec CA Presentation - TOT Firy + ("B 4 Upgrade Now

SMew 5 E @ v Heme  Edit  Comment  Convert  Page  Fill &Sign Protect  Tools  Batch 4 WPSAl
NOW THIS AGREEMENT WITNESSETH AS FOLLOWS:
Signature
¢ 1. Inthis Agreement words and expressions shall have the same meanings as are respectively assigned to them in
5 & the General Conditions of Contract hereafter referred to.

m O

The following documents (but for RFQ Submission Letter and SL. a & i from below only) forming the integral part
of the contract shall be interpreted in the order of priority :

* 4 Signature? signed by "ABDULLAH .. a. The signed Form of Contract Agreement

» £ Signaturel: signed by "JAWADUL IS...

¢ 0

& | Certificate

Verify Signature
4

®

General Detaiis Certification Path

@®

Certification path
;) Dehatec Test Root R40%6
5] Dohatee CAR2048

SBR[ AB0ULLA HASSAN

Certificate Information

Signature Information
The signature was created using Cryptic eSign the Contract i
Hash Algorithm: SHA256 Lfféavffkfﬁﬂ :':"z'gy“zd"y
Signature Algorithm: RSA with PKCS#1v.1.5

Centificate Information | Add as Trusted Certficate Hcompletion of the works an the
>me payable under the provisions

in accordance with the laws of
Cancel -,
Certificate status: Contractor
One IBM ICT CBAa
7890562

F‘s certificate is OK. 1he signing time is from the clock on the signer's computer.
a

Certificate Information Cancel

Digitall
Signed by ey
JAWADUL ISLAM ABBOLLAR

aka,

Bangladesh

[0 Navigation i NavigationBack

ENG
us =Y o,

Certificate chain after signing
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Thank You
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